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Interim Memo on the Health Data Hub, health data warehouses, and
the ethical questions raised by the collection and processing of Health

Big Data

Pierre Lombrail, Israél Nisand, co-leaders of the Inserm Ethics Committee (CEl) HDH/HBD
Working Group, Christine Dosquet, Frédérique Lesaulnier, Catherine Bourgain and the group
members: Bernard Baertschi, Anne Buisson, Catherine Cornu, Frangois Hirsch, Christine

Lemaitre, Sylvie Ledoux, Flavie Mathieu, Isabelle Rémy-Jouet, Yamina Sadani.

In October 2020, the Inserm Ethics Committee (CEl) set up a Working Group in
response to the questions raised by the decision to entrust the hosting of French National
Health Data System (SNDS) data gathered by the Health Data Hub (HDH) to Microsoft through
its cloud computing platform Azure. However, the group very quickly had to expand its
reflection to include a much broader set of ethical questions raised by the collection and

processing of Big Data relating to health data however remotely.

Since the group began its work, Decree no. 2021-848 of June 29, 2021 was published
in France on personal data processing through the National Health Data System. This decree
envisages the modes of governance and operation of the SNDS, whose scope was extended
to include new categories of data' by French law no. 2019-774 of July 24, 2019. These
categories include personal data from surveys in the health domain, matched with data from
the SNDS and governed by the provisions of law no. 51-711 of June 7, 1951 on the obligation,
coordination and confidentiality of statistics and it appears to be expected that the HDH
catalog — which will be defined by decree — will include databases set up by Inserm teams (in
addition to the registry of medical causes of death already integrated within the scope of the
“historical” SNDS). Furthermore, in addition to occasional access to the SNDS — subject to the
prior completion of a formality with the French Data Protection Authority (CNIL) — permanent
access to the SNDS has been extended to include many public organizations or organizations

that are tasked with a public service mission, for the needs of their missions, which include
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“the Inserm research teams” (just like [French Public Health Code (CSP), art. R. 1461-13] "the
research teams of university hospitals and comprehensive cancer centers (CLCCs), to which

their members often belong).

It is becoming all the more necessary to reflect on the nature and conditions of
compliance with the resulting obligations, i) for the Inserm institution (general policy for, and
formalized governance of, access to the data, training of everyone involved, sufficient and
competent support for the examination of research projects and the internal documentation
of their regulatory compliance by teams with enhanced resources); and ii) for the research
teams in terms of protecting the rights of the research participants and ensuring the scientific
validity of the research conducted. It is about ethical and responsible research and, more

generally, health democracy.

In this Interim Memo, we set out the issues identified following a first series of
interviews and outline certain avenues for improving policies and procedures to ensure the
greatest possible respect for the rights of research participants as well as the scientific validity
of the research itself. At a time when some are declaring an urgent need to facilitate access
to health data (Les données de santé servent l'intérét public, il y a urgence a en faciliter I’acces.
Tribune, Collectif, Le Monde, October 20, 2021), it seems to us that far from hampering
research, these avenues are likely to ensure the trust of the research participants who
contribute to scientific progress and as such the sustainability of quality research. The group's
reflection will continue in order to better understand the uses in different contexts, with

particular attention to the implementation of Artificial Intelligence techniques.
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From initial concerns about the HDH hosting on the Azure
platform to questions about the protection of people’s rights and
scientific integrity related to the creation of large data

warehouses

The creation of the Health Data Hub (HDH) is the culmination of a long history which has made
France the custodian of one of the largest health data warehouses in the world". This is a unique
heritage in terms of the capacity to produce knowledge and in terms of the potential for optimizing
the functioning of the health care system'’ whose very existence raises questions that the CEl Chair

formulated in a 2016 publication devoted to Big Data'":

“The use of health or biomedical Big Data illustrates the ethical tension generated on the one
hand by the huge potential of the method to advance knowledge of the origins, diagnosis,
treatment and prevention of diseases, and on the other by the sensitivity of health information,
protected in principle by medical confidentiality because of that, and the implicit vulnerability
generated by their accessibility, partly linked to the lack of public knowledge of the meaning of

these data and the opacity of the algorithms used to obtain them. ”

The hosting of the national Health Data Hub by Microsoft Azure’s cloud computing platform is

of concern to the IEC for at least three reasons:

- private operator (leading to fears of the influence of financial considerations on the choices of
how the infrastructure is organized and how value is created from it that potentially go against
scientific integrity and the collective interest; fears reinforced by questions about the
economic model of the HDH in the long term should it be held hostage by these issues),

- U.S. law (fears about the protection of people’s rights due to the Cloud Act and FISA
regulations with the possibility of transferring data outside the territory for transmission to
North American requesting authorities),

- and choice of a centralized form of architecture that is vulnerable to hacking (whereas the
HDH preparatory dossier had suggested the choice of a distributed-storage configuration
limiting the risks of intrusion). This last point has since been raised in the deliberations of the
CNIL' which follow the publication of the decree" relating to HDH"!. It is all the more salient as

the CNIL is led to note that, “according to the details provided by the ministry, the HDH will



January 2022

have a copy of the principal database, currently hosted by the National Health Insurance Fund

(CNAM) and that the database catalog will be only hosted by the HDH".

The CEl is aware of the scientific, economic, and industrial — particularly pharmaceutical — stakes

that govern the deployment of the HDH, but is vigilant in at least two respects:

in a context of heightened competition between service providers claiming to contribute to
the optimization of health systems operations'' (see the establishment of the Nvidia
consortium in the UK* or the recent creation of the Alliance for Real-World Data in our
country*), the fragility of the economic model of the platforms that are being set up raises
concerns about the balance between the necessary ultimate return on investment (one of the
partners of Agoria, “a platform for the collection and analysis of health data serving better
patient care” involving DocaPoste in particular, refers to a “trading platform” ) and the
quality of the research projects (and services); furthermore, following the proliferation of
scandals regarding fraudulent access/processing for commercial purposes, the CEl is
concerned about the respect of people’s rights (even if it is not strictly speaking about
informed consent, the efficacy of the right to oppose the reuse of personal data does not
appear to be systematically guaranteed®; finally, it is concerned about the lack of recognition
of the work done for the “production of data”, both by the volunteers who contribute to the
collection of those data and by the researchers whose expertise gives them meaning);

a clash of scientific paradigms is emerging which must be analyzed carefully: the predominant
knowledge-production model in the biomedical sphere is hypothetico-deductive; it starts from
the hypothesis to conduct refutation work, whether in the laboratory or in epidemiological
research; the platform model is the opposite, with data collection first, the cross-referencing
of multiple sources, and the identification of potentially significant associations through the
use of Artificial Intelligence methods. This calls into question first of all the very definition of
what can be considered as health data. This then leads to arduous epistemological debates
and an ethical question consists in being able to guarantee the validity of the data processing
and the interpretation of the results produced. Assuming that this is still lawful in terms of the
respect of people’s rights once again. The questions relating to the implementation of Artificial
Intelligence techniques do not fall within the scope of this initial Memo, they will be studied
in a second phase and the subject of algorithms has been identified as being key*'. Without
going so far as to denounce, like Eric Sadin, “radical antihumanism*,” we are attentive to the
comments of the French National Centre for Scientific Research (CNRS) Ethics Committee
Chair, Jean-Gabriel Ganascia, when he declares that “thorough reflection is needed on the
limits to impose on A", Let us note for the moment that France’s bioethics law of August 2,
2021 (art. 17) governs the algorithmic processing of Big Data and medical decisions by creating

5
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new obligations in terms of informing people and in terms of “explainability” to overcome the
dangers of loss of control and disempowerment of professional users (CSP, new art. L.4001-

3).

An initial discussion within the committee at the end of 2020 raised some of the challenges:
“beyond the HDH, it is all of the health data collections that are concerned, including those from “data
warehouses” " and cohorts™; data quality and integrity are central, as are issues of confidentiality
(does pseudonymization offer sufficient protection) and consent (to what, for how long, based on what
information) or non-opposition by the data subjects; is centralization justified if it permits the
implementation of security procedures as massive as the risks of forcing®™ that it runs when methods
for the “distributed” analysis of multi-source data exist®™; the increasing complexity of access to HDH
handicaps public research when it does not have the same capacity for investment as large private
operators, and we should be just as concerned about "excess" processing as about the lack of
processing which would be a source of progress; without forgetting the ethical issue of the quality of
research projects which are submitted to the committee for opinion prior to authorizing access to the
HDH, the Ethics and Scientific Committee for Research, Studies and Evaluation in Health (CESREES);
how to articulate the local scientific committees, essential for the producers of data and the role
devolved to CESREES; finally, if any of us here in Europe do not share the American vision of the good
life, the General Data Protection Regulation (GDPR, see box) provides a valuable basis for

reflection/protection.
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General Data Protection Regulation (GDPR)

Since May 25, 2018, the GDPR has governed the processing of personal data within the
European Union — and even outside of it from the moment that European residents are targeted™".
While its material scope of application excludes personal data that are irreversibly rendered
anonymous by a process ensuring that the data subject cannot then be re-identified, it does include
pseudonymized data (see below). These remain attached to the data subject — for example, by means
of an identifier — even if they can “no longer be attributed to a specific data subject without the use of
additional information”. The geographical scope of application of the GDPR extends to organizations
established in the European Union, whether or not the processing takes place there — but not only, it
is from the moment that the processing targets European residents. In addition, France has chosen to
adopt local particularities in its adaptation of its Loi Informatique et Libertés (Data Protection Act),
which requires that national rules “apply from the moment that the data subjects reside in France,
including when the Data Controller is not established in France”.

The fundamental principles of data protection are of particular interest to us (the quote marks
indicate the quotations from a booklet by Aurélie Banck, already mentioned):

- The objective pursued by the Data Controller must be for purposes that are “specified” (which
excludes any collection of data at random or for preventive purposes), “explicit” (that is to say
communicated to the data subject), and “legitimate” in relation to the organization implementing the
processing;

- The data must be “processed lawfully, fairly and in a transparent manner in relation to the
data subject”. The data subject must consent to the processing, or this must be required by particular
specified conditions (the requirement of fairness and transparency refers to informing the data
subjects and aims to avoid concealed or hidden data processing);

- The data must be “adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed” (this principle of data minimization, also referred to as the
principle of proportionality, aims to ensure that the data collected are all strictly necessary for the
purpose in question and to exclude any collection carried out in the event that these data should prove
to be useful at a later date);

- The data must be “accurate” and, where necessary, kept up to date (which is for example
critical when processing data from the hospital Medicalized Information System Program (PMSI)
whose nomenclatures and algorithms for classifying stays change regularly, which requires context
data to correctly interpret the results of processing over the long term);

- The data must be “processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and against accidental loss,
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destruction or damage, using appropriate technical or organizational measures” and appropriate to
the risks (principles of integrity and confidentiality). Particularly in the case of “sensitive” data or

|II

relating to so-called “special” categories (“racial or ethnic origin, opinions, etc., and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation shall be prohibited”) except
to be able to take advantage of one of the exceptions exhaustively listed by the texts, one of which
concerns scientific research. This prohibition in principle does not forbid the processing of these
sensitive data but, in order to be able to process these data, it is necessary to be able to justify one of
the legal exceptions to the prohibition and surround the processing of these sensitive data with

appropriate guarantees (substantive and procedural).

- These considerations are developed, particularly regarding the characteristics of the consent
of the data subjects, which must be free, specific (given for a specific precise purpose and in a granular
manner) and informed (and especially collected in clear, accessible, and understandable language).
Among the sensitive data, special considerations apply to the NIR (registration number in the national
directory for the identification of natural persons) commonly referred to as the social security number
because of its significant nature and the interconnection risks associated with it.

- “Accountability”: the GDPR introduces a major paradigm shift with this principle of
accountability, which switches from a static regime of prior formalities (declaration/authorization of
processing) to a dynamic regime of global compliance. This principle is reflected in the definition of
data protection and information system security policies, a record of processing activities and data
breaches, and by taking into account the principles of Privacy by design and Privacy by default.

- We will end this non-exhaustive recap with one of the major new features introduced by the
GDPR: the data protection impact assessment. This is an analysis of the risks to the privacy of the data
subjects concerned resulting from the processing of personal data when this risk can be considered
high, which is the case with human health research projects (based on nine specified criteria). Carrying
out this assessment requires the close collaboration of all the operators concerned by the processing
i 1t will be systematically required and must imperatively be provided in support of the initial
authorization request in the event of:

o medical research on patients and/or minors that includes the processing of their genetic data;

o creation of a registry or database (“data or biological samples warehouse”) intended to be
open to the research community.

.1 Protection of people’s rights in terms of personal data processing

The CNIL works to enforce respect for data protection and the rights of individuals in France
according to the principles set out in the French Data Protection Act of 1978, revised in 2019 to

incorporate into French law the changes introduced by European law through the GDPR. Two main
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types of requirements can be distinguished: data integrity and confidentiality on the one hand, and
transparency of processing on the other. Within the research framework, we are adding the right to
recognition of the work carried out to enable the constitution of databases, that of voluntary
contributors who take their time to regularly answer what are often lengthy questionnaires, that of
the researchers who designed the protocols and will conduct the analyses that will produce new
knowledge. All of which as part of a two-pronged movement of open science and participatory

research.

I.1.1 Data integrity and confidentiality

According to the GDPR: personal data shall be “processed in a manner that ensures
appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or
organisational measures”. We only reiterate the fears raised by the choice of hosting made by the
HDH. Fears we consider to be all the more justified given the existence of French hosting alternatives,
including a public offering, the Secure Data Access Centre (CASD). It seems that the government is
gradually returning to the question of “sovereignty” with the obligation for administrations to only use
trusted Cloud providers for services processing the data of citizens, companies, and public officials.
This is an extremely fast-moving field, both technically and legally, for which the conduct of intelligence
is essential. We will also insist on the fact that no procedure can guarantee the absolute security and
confidentiality of personal data, whether it is pseudonymization or even anonymization (see box

Pseudonymized and anonymized data).

Pseudonymized and anonymized data

1. What is pseudonymized data?

Data are referred to as pseudonyms when attribution to a data subject requires the use of additional
information (correspondence table, encryption key, etc.). Data resulting from pseudonymization are
therefore considered personal data and their processing remains subject to data protection principles.
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In practice, pseudonymization consists of replacing the directly identifying data (surname, first name,
etc.) of a dataset with indirectly identifying data (alias, sequential number, etc.). This makes it possible
to process people’s data without being able to identify them directly.

This definition covers various techniques commonly used in health research:

- use of a table of correspondence between the pseudonymous (coded) dataset required for the
analyses and the identity data stored separately, conventionally used in clinical trials;

- encryption of directly identifying data to make them incomprehensible with a secret making it
possible to chain data relating to an individual and follow his or her journey without the potential for
identification.

Pseudonymization is a way to process personal data that ensures their security whilst fully preserving
their utility. Unlike anonymization, it is reversible. In practice, it is possible to find the identity of people
whose data have been pseudonymized.

The texts encourage the use of pseudonymization within the framework of scientific research (GDPR,
art. 89). Pseudonymization does reduce the risk of a dataset being correlated with the original identity
of a data subject and as such helps minimize risks to the data subjects.

Whatever the pseudonymization technique applied, the information used to link the pseudonyms
generated with the directly identifying data is highly sensitive. Care must be taken to ensure that these
elements are kept confidential by the use of the appropriate technical and organizational measures.
This information should therefore only be accessible by authorized persons and under previously
specified conditions.

10
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2. Anonymous or anonymized data?

Anonymous or anonymized data are not subject to data protection legislation, whether they are
anonymous to begin with or following anonymization by processing to ensure that the data subject
cannot be re-identified subsequently (anonymized data). Using anonymous or anonymized data
therefore makes it possible to bypass the regulations because their dissemination or reuse does not
impact the privacy of the data subjects.

The impossibility of identifying individuals requires a case-by-case risk assessment. This is ascertained
in relation to the means reasonably likely to be used by the Data Controller or by any other person. In
practice, it involves taking into account the cost of identification, the time required for it, the
technologies available — current but also future. If there is any doubt about the identifying nature of
the data, it is recommended to consider them as identifying, until proven otherwise.

How should an anonymization process be evaluated?

In their 2014 opinion, the European data protection authorities define three criteria used to ensure
that a dataset is truly anonymous:

o Non-individualization: it must not be possible to isolate an individual within the dataset;

o Non-correlation: it must not be possible to link separate datasets concerning the same
individual;

o Non-inference: it must not be possible to deduce with near certainty new information about
an individual.

If these three criteria are not fully met, it must be demonstrated, through an in-depth assessment of
the risks of identification, that the risk of re-identification with reasonable means is zero.

Given that anonymization and re-identification techniques evolve regularly, it is essential to conduct
regular intelligence in order to preserve, over time, the anonymous nature of the data produced.

In practice, anonymization therefore implies:

o An assessment, on a case-by-case basis, taking into account both the context and the risk, of
the anonymization technique or combination of techniques, it being understood that no technique is
infallible, as indicated by the Article 29 Working Party and confirmed by research in the field,

o Regular reassessment in relation to the evolution of the techniques (v),

o The irreversible destruction of the initial data (vi).

Still according to the GDPR, data must be “processed lawfully, fairly and in a transparent manner

in relation to the data subject”. This requirement is complex to meet for several reasons:

11
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- the first reason stems from the very definition of what can be considered as health
data and which in part influences the level of information given to the citizen regarding certain
uses;

- the second concerns the quality of the systems used to inform people, which is the
basis of their ability either to give their consent to the use and reuse of their data, or to apply
their right to oppose or even erase certain personal data.

The definition of personal data (see box Health data: a very broad definition) appears to be
legally clear™”, just like that of processing™, but that of personal health data lends itself to variable
interpretations (for example, the SantéNathon collective disagrees with the Council of State on the
status of the medical appointment data recorded by the appointment scheduling website Doctolib;
although in our opinion using “medical” as a descriptor for these data leaves little room for doubt).
Above all, this Memo only concerns data explicitly collected for research or health care/health
administration purposes, which still leaves those that are collected and transmitted by all kinds of
connected objects which people use out of a concern for their well-being™" (Internet of Things) or for
explicit medical monitoring purposes (with a need to clarify the conditions for respecting data
confidentiality when private providers provide individualized medical monitoring advice using data

collected during treatment, for example)*"i,

12
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Health data: a very broad definition

“Data concerning health” are defined as “personal data related to the physical or mental health of
a natural person, including the provision of health care services, which reveal information about
his or her health status”.

Health status refers to present, past, or future physical, mental, spiritual, and social health and
the data very broadly include:

e any information on the identification of the patient in the health care system,

e any health care services provided,

e information derived from the testing or examination of a body part or bodily substance,
including from genetic data and biological samples (health data “by intended use”);

e any information on, for example, a disease, disability, disease risk, medical history, clinical
treatment or the physiological or biomedical state of the data subject independent of its source
(recital 35).

Are concerned:

e the data that make it possible to indicate the pathology from which a person may be affected
(health data “by intended use”); medical history, illnesses, health care provided, results of
examinations, treatments, disability, etc.

e the cross-referencing of data that allow conclusions to be drawn about a person’s state of
health or risk to his or her health (e.g. cross-referencing of a weight measurement with age, height,
etc.) (health data “by cross-referencing”);

e data that become health data as a result of the medical use made of them, including in the
context of health research involving human biological samples (health data “by intended use”).

The concept of personal health data must be assessed on a case-by-case basis depending on the
nature of the data collected.

Genetic data is also defined as “personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiology or the
health of that natural person and which result, in particular, from an analysis of a biological sample
from the natural person in question” (art. 4.13).

From a health research perspective, two types of health data appear to be distinguished at

first glance: data produced for the primary purposes of research, whether or not it involves human

subjects (RIPH or non-RIPH), and those that may be of interest for research whilst being primarily

collected either within the framework of health care or for primary “medical-administrative” purposes,

also called “routine data” (Medicalized Information System Programs (PMSIs), national medical

13
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databases (SNIIRAM)/SNDS). According to the law, “excluded from the scope of personal data
processing in the health domain is the processing (of data) within the scope of individual health care,
mandatory or complementary state health insurance benefits, or the management of medical
information in healthcare facilities”. But once these data are reused in the health research context,
they fall within the scope of the Processing of personal data in the health domain (art. 64 et seq. of

the French Data Protection Act) and are therefore subject to related formalities.

Hospital medical information is not limited to data belonging to the core of the SNDS, those of
the various PMSIs. It also includes health care data that are stored in health data warehouses. These
contain masses of highly sensitive identifying data (from orthogenics and psychiatry to genome
sequencing) collected by personnel who often combine health care and research functions, requiring
them to constantly juggle two registers: one being personalized health care within the framework of
an interpersonal relationship of trust covered by medical confidentiality, the other being research that
mobilizes these data for purposes other than those for which they were initially collected — except in
the case of clinical research protocols that immediately come under the definition of research involving
human subjects (RIPH) (Amiel and Dosquet, 2021*V), Particular vigilance is required in terms of
respecting people’s rights, especially the right to be informed of processing based on the reuse of their

health care data.

In an attempt to simplify, we can reason in terms of the “data cycle” by distinguishing, for
convenience, between the emergence of the data (“initial production of primary data”) and its reuse

(for purposes other than those for which it was originally collected).

14
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1.1.2 Data cycle, legal rules, information to participants, and confidentiality

Initial production/emergence of primary health data within the framework of research and

obligations to inform participants

The regulatory designation of the research project directly determines the formalities
applicable to it (submission of an application for approval or commitment to comply with a Reference
Methodology) and the nature of the rights afforded to the participants (see below Participant
agreement type according to the requlatory designation of the research). While some health research
projects are exempt from formalities or can be implemented immediately by Data Controllers if they

comply with a Reference Methodology, other research projects must be approved by the CNIL.

Regime de l'accord des personnes
en fonction de la qualification réglementaire de la
recherche

Information
personnes libre et
Categorie 3 Droit
d'opposition

Information Reéutilisation Droit
des secon dallre de d'opposition
personnes données

(=] Lapersndufimegrame
FICrdu reshon 12 '

C [= t

Whatever the designation of the research and the formalities that apply as a result, it is
essential to inform the participants. The GDPR guarantees greater transparency with regard to data
subjects aimed at giving them better control over their personal data. In terms of health research, this

transparency is an essential guarantee given to participants in return for the lifting of professional

15
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secrecy. It enables them to understand the objectives of the research, the terms of their participation,
the scope of the agreement they give, and it enables them to control the use that will be made of their
data. It determines and facilitates the effective application of their rights. It helps to establish a

relationship of trust with researchers.

As a matter of principle, the information must be provided individually to each person
participating in the research, whether the data is collected from him or her or from third parties, and
must be specific to each project (French Data Protection Act, art. 58). This must be done for each
project in which the patient participates or for which the patient's data will be the subject of

processing.

The individual information must be accompanied by general information in health care facilities
that transmit personal data to enable research activities (display on the premises, inclusion in the

welcome booklet, etc.)

The conditions are precisely governed by the French Public Health Code (CSP) with regard to
research data (Amiel, Dosquet and CEEI, 2021*%). In the case of research involving human subjects
(RIPH), the studies can only be legally implemented once a favorable opinion (ethics opinion) has been
issued by a committee for the protection of human subjects (CPP) and the latter examines with
particular attention the methods of obtaining the subjects’ consent — and therefore the clarity and the
completeness of the information that will be given to them — in order to make its decision. Inserm's
Ethics Evaluation Committee (CEEI-IRB) does the same within its field of competence, namely for
research not designated as involving human subjects (non-RIPH), like the ethics committees created
by universities. In the case of non-interventional research in the field of health, studies do not require
the collection of consent but that of the manifestation of non-opposition. The information provided is
just as governed by the texts and Reference Methodologies to which these protocols can be attached
by precisely defining the requirements to be met. According to the CNIL, “Reference Methodology MR-
003 governs processing comprising health data and of a public interest nature, carried out within the
framework of research for which the data subject does not oppose participation after being informed.
More specifically, it concerns non-interventional research and medicinal product cluster trials.
Information of the patients on an individual basis is mandatory. The Data Controller undertakes to
collect only that data which is strictly necessary and relevant with regard to the objectives of the

research.”

“Reference Methodology MR-004 governs the processing of personal data for the purposes of
study, evaluation or research that do not involve human subjects. More precisely, these are studies

that do not meet the definition of research involving human subjects, in particular studies focusing

16
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exclusively on the reuse of data.” (CNIL deliberation no. 2018-155 of May 3, 2018 specifies that "The
research must be of public interest. The Data Controller undertakes to collect only that data which is
strictly necessary and relevant with regard to the objectives of the research.” ). Its requirements are

clear and carry obligations to inform people on a collective and individual basis.

Reuse and sharing of data and information to data subjects

The answer to certain research questions may require — and these uses are increasing — the reuse
of data (research or routine data), which can only be a good thing when it comes to recognizing the
initial work put in in order to “produce” them. The reuse of data does not change the designation of
the research. This is the case for cohorts, whose succession of studies most often falls within research
in human subjects Category 3 (non-interventional research). The occasional secondary reuse of data
constitutes processing of personal data that is distinct from the source processing. This new processing

is subject to specific formalities and the provision of specific information to the data subjects.

The essential point being that any new processing fulfils a new purpose which therefore requires
a new procedure for informing people. This is a very sensitive point, which was strongly emphasized
to us by the board members of the Constances association as well as by the scientific managers of the

cohort of the same name.

Data reuse also occurs when health care data are used secondarily for research purposes. They
often fall within the scope of MR004, which primarily aims to regulate the exclusive reuse of these

data.

It is essential to design flexible and dynamic methods for the exercising of rights, which are likely
to enable infrastructures to address the challenges of a deeper understanding of pathological
mechanisms, for example, whilst guaranteeing better control by people of their data, which
contributes to the essential trust of the data subjects. As Georges Dagher underlines with regard to
biobanks, “(...) it is time to rethink the role of source persons more broadly in terms of participation in
and contribution to research (. . .). The new paradigm developed by the use of biological collections and
aimed at creating a resource for research invites an update of the regulatory and ethical framework
that governs the issue of patient participation in research projects (. . .) “ (Le Monde Sciences & Santé
supplement, Wednesday July 8, 2015). We must welcome the evolution of the CNIL’s doctrine on this

point, illustrated by draft Reference Methodology MR004 (see box “Information to persons and respect
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of ‘data protection act’ rights within the scope of research under MR004 relating exclusively to data,
biological samples, or both”)

Each MR004-compliant project must be recorded in a public directory maintained by the HDH and

which can be consulted on its website.

Information to persons and respect of ‘data protection act’ rights within the scope of
research under MR004 relating exclusively to data, biological samples, or both

MRO0O04 accepts that data and/or biological samples can be reused, and that people can be
considered to be validly informed when:

1. “Generalinformation concerning the research activities in the establishment must be provided
to the data subjects (displayed on the premises, mentioned in the welcome booklet, etc.).

2. Added to this general information is the individual information given to the patient who is
included in the research. This must be done for each project in which the patient participates
or for which the patient's data will be processed.

3. Data and/or biological samples that are not specifically collected for the research may be
reused without any new individual information to the data subjects:

. When the data subject already has the information envisaged in articles 13 and 14 of the GDPR;
this could, for example, concern several research projects, performed by the same Data Controller
with identical purposes, identical data categories, and identical recipients;

. Or when the information provided when collecting the data and/or biological samples envisages
the possibility of reusing the data and/or samples and refers the data subjects to a specific
information mechanism that they can consult prior to the implementation of each new data
processing (for example, a website presenting each research project carried out on the data and/or
samples collected within the framework of the initial information). ”

It can be a website, centralizing information relating to all the projects carried out, their
characteristics and to which people can refer.

Otherwise, exemption from the obligation to inform will always be possible, but the absence of
such information provision will render the research ineligible for the Reference Methodologies
and a request for authorization will be necessary.

Recommendations:

Taking a transparent approach, it is essential to anticipate the fate of the personal data collected
as part of an initial project by mentioning, in the participant information document, the future
sharing of the data and their reuse (including in third countries) for one or more health research
purposes, and by referring people to a specific information system, such as a “transparency

III

portal”, to which they can refer so as to not have to directly and personally contact them before

implementing new processing.
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The general information will not dispense with the need for prior individual information specific
to each new research project requiring the secondary reuse of data already collected, but if project
documentation on this website is envisaged, the data subjects will have the opportunity to inquire
should they so wish.

If this is not done, an exemption from the obligation to inform will still be possible, but:

- the absence of such information provision will render the research ineligible for the CNIL
reference methodologies, and authorization from the CNIL will be necessary;

- the Data Controller must therefore request exemption from the obligation to inform, in the
authorization application that must be sent to the CNIL. This request must be solidly documented
by justifying the impossibility of informing people, disproportionate efforts, or that informing them
renders impossible or seriously compromises the performance of the study.

Reuse and sharing of data between multiple research organizations

The Inserm teams may be required to "share" personal data with other Inserm teams (in which
case the Data Controller and DPO remain the same), but also elsewhere, for example with Pasteur (in

which case the Data Controller and DPO change).

When setting up a database within the framework of an initial research project, health care, etc.,
regardless of its regulatory designation, we must consider the question of the reuse of the data
contained in several research projects ("warehouse”), inform the data subjects of the secondary reuse
of their data as part of scientific research projects, as indicated above, and obtain the explicit consent

of those concerned by this reuse.

In the event of explicit consent not being obtained, the processing relating to the establishment
of the warehouse must be the subject of a request for “health” authorization (excluding research) and

the intended purpose must be of public interest (a CNIL reference framework is in preparation).
In all cases, a data protection impact assessment (DPIA) will have to be carried out.

If it concerns data pertaining to French research in human subjects Category 1 (interventional
research) or Category 2 (interventional research with minor obligations and risk), express consent to
participate in the research is mandatory and the possibility for reusing the data can be provided
through an additional checkbox. In a non-interventional study that requires "only" the manifestation
of non-opposition, obtaining explicit consent for the secondary reuse of data for research purposes is

more problematic.

The occasional secondary reuse of data constitutes processing of personal data that is distinct from

the source processing and, insofar as this new processing is subject to specific formalities and specific
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information to the data subjects, Inserm, responsible for the “source” processing, becomes the data
supplier for the subsequent scientific project and it is its responsibility to communicate only the data
strictly necessary for the project and to ensure that the third party is “authorized”. An explicit contract
with the partners is required to confirm a change of responsibility (it is the team receiving the data for
other processing which is responsible for that processing and therefore for the data it uses for that

purpose).

Knowing that if the partner requests data from Elfe, for example, it will be a precisely defined
subset, as economical as possible (data minimization), de-identified, and with the approval of Elfe's
scientific committee (“raise the awareness of the entry points”) regarding its relevance to the research
question asked and the conditions of personal data security and protection (no possibility of re-
identification due to new possibilities of cross-referencing). In this chain of “successive
responsibilities”, Inserm must ensure that any transfer is made for the benefit of a recipient authorized
to receive them or who undertakes to comply with an RM, before being able to consider that the
transferred data are then the responsibility of the recipient. Governance of access to data involving
those responsible for the source databases must therefore be put in place to document the project's

scientific and regulatory compliance.

But if the partner, for the purposes of its research protocol, needs to administer questionnaires to
those having participated in the initial research, it can only do so if it has access to their identity, which
is only possible through the intermediary of the team behind the first processing, which alone has the
possibility of recontacting people and informing them of the purposes of the new processing. And this

secondary research must itself be qualified and follow the ad hoc circuit.

As Dutch researchers Jacobs and Popma (2019) have stated, “Data governance should not end with

sharing”.

I.L1.3 Problems posed by including in the HDH catalog data collected for research

purposes

With the aim of facilitating the sharing of data from varied sources for equally varied purposes,
the HDH encourages “data producers” to make the data available on the national HDH. This invitation
concerns databases created by researchers and placed under the responsibility of Inserm. While the
GDPR appears to provide a satisfactory framework (“processor agreement”) for the usual relationships

between the “controller” (“the responsible person/organization providing the means and determining
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the goals of data processing”) and the “data processor” (“processing the data on behalf of the
controller”), the majority of research configurations do not fall within this framework and result in
responsibility for the data being transferred to the party hosting/processing them. The problem arises
from the fact that the consent was given to the party responsible for the collection, whilst the new
custodian of the data (the HDH in our case) and the party that will process those data have no personal
connection with the subjects having consented to their collection for a specific use or any knowledge
of their identity; they have no way of informing them individually with a view to requesting consent to
the re-use of those data, generally for a purpose other than that for which they had been collected.
This can be a major source of mistrust by research participants, and protocols guaranteeing initial
commitments must be envisaged between the parties initially responsible for the collection and those
to which they have been transferred (Jacobs and Popma, 2019). However, it is important not to
compromise the participation of people in the cohorts, particularly the general population cohorts
where participation is on a voluntary basis. And since the lifespan of these collections generally
exceeds the time dedicated to the initial project by the principal investigator, the protocol must cover

the entire data lifecycle...

According to Jacobs and Popma (2019), the legal basis for the reuse of shared data has four

dimensions:

- guarantee that the delegated use remains within the bounds of the commitments made at the
time of the initial collection; the user of the transferred data has the real possibility of
complying with the obligations of the first “controller”;

- reinforce data protection, confidentiality and pseudonymization requirements in accordance
with I1SO standards;

- protect intellectual property, including that relating to all derived data (“derived from other
data or from biosamples”);

- allow the initial investigator to verify compliance with these obligations with the possibility to

revoke the agreement to use the data in the event of non-compliance.

1.1.4 Concerns related to GDPR compliance (excluding hosting) in the case of health

data warehouses

According to the CNIL®™*, “Data warehouses are created primarily to collect and have available Big
Data (data relating to patient medical care, sociodemographic data, data from previous research, etc.).

These data are then reused, mainly for studies, research, and evaluations in the health domain. These
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databases are set up for a long period of time (generally more than 10 years), with the objective of
obtaining large volumes of data, and can be supplied by multiple sources (health care professionals,

patients, pharmacies, health care establishments, etc.). ”

Since the Group began its work, the CNIL has adopted a reference framework relating to the
processing of personal data implemented for the purpose of creating health data warehouses. “The
reference framework enables organizations wishing to set up a data warehouse in compliance with
that reference framework to not request prior authorization from the CNIL: after verifying the
compliance of its warehouse project with the reference framework, the organization can declare its
compliance. Internally, the organization responsible for this processing is required to document its
compliance with GDPR and the reference framework in its record of processing activities. The
reference framework only applies to health data warehouses based on the performance of a task

conducted in the public interest, within the meaning of GDPR article 6.1.e.”

In the current context of the operation of healthcare establishments, doubts are expressed as to
the reality and effectiveness of the information to those whose data are collected, the nature of the
uses that can be made of the data and in particular that of its reuse for purposes for which they had
not been collected™. This already applies to the health data warehouses independently of the HDH
because of the sensitive nature of the data they contain (a single contact with the health system is
private information, but it is potentially about data of a more intimate nature (sex life, addictive
behavior, mental health, etc.) or that which is of interest to insurers (oncology), especially given the
duration of storage of certain data which may have a deferred interest whether for care or research,

genetic data, for example.

This concern is reinforced due to the possibilities of matching databases with an increasing number
of other databases permitted by the HDH through its catalog. If only because under these conditions
anonymous data no longer remain anonymous given the possibility of re-identifying people as a result

of the potential cross-referencing of very precise information.

The situation of the health data warehouses sometimes seems opposed to that of research
initiatives such as cohorts: the people whose data are recorded in health data warehouses — health
service users —are supposed to authorize the recording of their health care data over time on the basis
of clear information that also applies to the reuse of these data for research purposes. The information
appears minimal, in fact (footnote in small print on "administrative" documents (reports or invitations
to various appointments, in particular) and the information on reuse must be the subject of an active
search on a website that is more or less explicit and easy to consult. In contrast, in a cohort like

Constances [in italics, extracts from the interview report], “the issue of protecting the data and rights
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of the users is the objective of the ‘moral contract’ between the volunteers and the cohort, which forms
the basis of a relationship of trust (information and consent are also formalized at all stages of
participation in the research activities). This trust goes first of all to the cohort coordinators (quality of
the relationship established by respected researchers) and to their institutional affiliation (Inserm as a
public research organization). It is also based on the establishment of explicit procedures of information
and the collection of consent to participate in the research (from the initial acceptance to participate
after having been drawn at random from the National Inter-Scheme Health Insurance Register (RNIAM)
to the consent requested for each of the research operations: annual and specific questionnaires,
inclusion in the biobank [its hosting in Luxembourg also raises some reluctance on the part of some
volunteers]. The webinars organized by the cohort coordinators for volunteers, the one on the Secure

Data Access Centre (CASD) in particular, are appreciated ., ”

The cohort managers pay close attention to respecting the contract of trust that binds them

to the volunteers.

“While the data are the property of the volunteers, it is clear to everyone that they are collected for the
purpose of sharing (‘our data belongs to us, we agree to share them, the question is with whom’;
‘without researchers, our data are useless’ [association]; ‘in no way do | consider them to be my data,

they are data that have been entrusted to me’ [researcher]).”

“All research projects are based on the reuse of data that implies the explicit agreement of the
volunteers. They are informed by a letter from the cohort, and they can individually oppose the reuse
of their data for a specific project. Oppositions are actually rare (a few dozen each time — rather for

private-sector projects) but they are enough to show that the information is circulating. ”

It seems that the philosophy behind the establishment of health data warehouses may vary.
Some health data warehouses have integrated, from their design stage, beyond the respect for the
rights of individuals, the necessity to consider them as partners. The Ouest Data Hub, for example, was
formed in a “data ecosystem” which considers that it is not data that we share but expertise
surrounding data. And that expertise is clinical. But such an ecosystem implies the confidence of the
people who entrust their data, and the latter is based on transparency with a constant effort to inform

people.

1.2 Data quality and research project quality

.2.1 Data quality: epidemiological data vs. routine data
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Remember that according to the GDPR, the data must be “accurate”. Therein lies the strength
of ad hoc data collection systems such as epidemiological surveys and cohorts, organized to collect
data of controlled quality (even if some of the researchers we interviewed consider that “very good
things can be done with the SNDS”). This quality also lies in the finer granularity than that of routine
data. This advantage comes at a price: the cost of operating these infrastructures; the “limited” size
(even if a cohort like Constances has around 220,000 volunteers) which prevents the study of rare
diseases; absence of pediatric representation (for Constances, although there 